
A Comparative Analysis of 

BGP Anomaly Detection and Robustness Algorithms 
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Solution Components / PlayersSolution Components / Players

Addressing / 
Routing Registries

(ARIN, RIPE, APNIC, 
AFRINIC, LACNIC, 

RADBs, etc)

Information Synthesis 
and Quality Analysis 

(Quality metrics, decision 
algorithms, privacy, 

accessibility, availability)

Routing Policies 

(Alarms, ACLs, BGP filter 
lists, path preference, 
parameter tuning).Other Routing 

Information 
Services

(Bogon lists, etc) Global BGP Routing DynamicsGlobal BGP Routing Dynamics

Measured Data

Declarative
Data

Other Info.

Synthesized 
Data?

Global Route  
Monitoring

(Routeviews, RIPE-
RIS, PHAS, PCH, 

CAIDA, Renesys, etc)
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New Integrated ApproachNew Integrated Approach

ROA: Route Origin Attestation

BOA: Bogon Origin Attestation 

Algorithms for 
identifying “Stable” and
“Unstable” routes
(History-based)

Global 
RIBs/Update 
history

Report card on RIRs/IRRs:
1. Incompleteness / consistency
2. Errors or malicious entries
3. Various distributions / statistics

“Stable”
Global RIBs

Routeviews
/ RIPE RIS

Quality analysis of registry data 
based on self-consistency checks

and comparison with 
globally announced data

Bogon Address 
Lists

For unstable
(p, Origin AS ) pairs:
Look for consistency 
check in RIR/IRR? 

RIRs

IRRs/RADB

Declarative

Observed

Report card on Observed data:
1. Fractions “Stable”, “Unstable”
2. Fraction “Unstable” that checked 
consistent in registry

RPKI: ROA / BOA
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Classification of Observed (p, OAS) Pairs Classification of Observed (p, OAS) Pairs 
According to Stability / Consistency Scores  According to Stability / Consistency Scores  

p = prefix; OAS = Origin AS; FC = Fully Consistent; PC = Partially Consistent; NC = Not Consistent; NR = Not Registered 
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Comparative Performance of AlgorithmsComparative Performance of Algorithms
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Prefixes with Multiple Origin Prefixes with Multiple Origin ASesASes

104193
26834
9655

# Origin ASes # Prefixes
1 476243
2 55673

• Statistics of prefixes with two Origin ASes where the primary path is stable 
(with or without consistency in the registry), while the secondary (failover) path 
is transient (unstable) but consistent in the registry   

For prefixes with two Origin ASes:

168Total
0

FC/PC + 
Unstable

NR + 
Stable

104
FC/PC + 
Unstable

NC + 
Stable

41
FC/PC + 
Unstable

PC + 
Stable

23
FC/PC + 
Unstable

FC + 
Stable

# PrefixesOAS2OAS1
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Analysis of Registered But Unobserved RoutesAnalysis of Registered But Unobserved Routes
{prefix, origin} pairs registered but 

never announced: 237,870

(A) At least one 
super‐prefix 

announced with 
same origin but none 
with any other origin: 

130,901

(B) At least one 
super‐prefix 

announced with 
different origin but 
none with same 
origin: 76,594

Other 
possibil
ities: 
30,375

Stable: 
129,957

Unstable: 
944

Stable: 
69,519

Unstable: 
10,315

Fully Consistent: 24,227
Partially Consistent: 60,566

Not Consistent: 38,639
Not registered: 7,469

Fully Consistent: 4,422
Partially Consistent: 24,806

Not Consistent: 29,534 
Not registered: 21,072

• Large number of {prefix, 
origin} pairs registered 
but never announced

• In most cases, super-
prefixes are announced 
with the same origin AS 
(as in registered route) 
or a different origin AS

• Is it due to aggregation 
by customers’ ISPs or by 
a higher tier ISP? 

• Are some registry 
entries simply stale? 

• Needs further 
investigation For the super-prefixes with their observed origin ASes
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Anomaly / /// 
Attack

BGP Robustness Problem Space (Examples)BGP Robustness Problem Space (Examples)

12
9.6

.*.*

False origin 
announcement

129.6.*.*129.6.*.*

240.18.*.*
Unauthorized 

announcement

Shortest path to NIST addresses (129.6.*.*) 
changes for ASes on this side

NIST (MD)
AS49

NIST (CO)
AS2648

AS701

AS203

AS89

AS42

AS613

AS3

AS28

• BGP is prone to routing anomalies due to misconfigurations and malicious attacks

• The ramifications are hijacks, misroutings, DoS, spam, etc.


