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ABSTRACT

The desire for quantum-generated cryptographic key for broadband encryption services has motivated the development
of high-transmission-rate single-photon quantum key distribution (QKD) systems. The maximum operational
transmission rate of a QKD system is ultimately limited by the timing resolution of the single-photon detectors and
recent advances have enabled the demonstration of QKD systems operating at transmission rates well in to the GHz
regime. We have demonstrated quantum generated one-time-pad encryption of a streaming video signal with high
transmission rate QKD systems in both free-space and fiber. We present an overview of our high-speed QKD
architecture that allows continuous operation of the QKD link, including error correction and privacy amplification, and
increases the key-production rate by maximizing the transmission rate and minimizing the temporal gating on the
single-photon channel. We also address count-rate concerns that arise at transmission rates that are orders of magnitude
higher than the maximum count rate of the single-photon detectors.
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1. INTRODUCTION

Quantum key distribution systems can produce cryptographic key whose security can be verified without
placing conditional bounds on an eavesdropper’s technological capabilities [1]. To achieve this QKD systems are
designed in such a way that the actions of an eavesdropper cause detectable changes in the system. Specifically, by
using single photons randomly prepared in non-orthogonal states it is possible to ensure that an eavesdropper’s attempts
to measure the state of the photons necessarily induce effects that are discernable to the link operators. This allows the
link operators to place an upper bound on the amount of information that could have been attained by the eavesdropper.
If this bound is sufficiently low, privacy amplification algorithms are then used to reduce the eavesdropper’s knowledge
to an arbitrarily low level [2], resulting in a verifiably secure key that can be used for encryption.

The requirement to operate the QKD link at the single-photon level imposes significant limitations on the
system. In particular, both the link losses and the signal-to-noise ratio on the single-photon channel place a finite bound
on the range over which secure key can be produced [3]. To date, sophisticated demonstrations of QKD have achieved
secure-key production over 200 km in fiber [4], and 144 km in free-space [5], though the key production rates in both of
these demonstrations were relatively low (~10 bits/sec). A number of groups have recognized the fact that below the
security bound it is possible to increase the key production rate by increasing the transmission rate on the single-photon
channel, and this has motivated the demonstration of QKD systems with transmission rates well in to the gigahertz
regime [6-8]. We present a technique that supports continuous operation at gigahertz transmission rates, limited only by
the timing resolution of the single-photon detectors. We also address important operational concerns associated with
transmission rates that are orders of magnitude higher than the dead time of the constituent single-photon detectors.

As described below, a QKD system requires both a single-photon, or quantum, channel and an associated classical
channel to produce key. We implement clock-recovery over the classical channel to synchronize the transmitter’s and
receiver’s data clocks with relative jitter less than 50 ps, thus creating a contiguous series of temporal gates in which we
can transmit on the quantum channel. With a classical channel data rate of 1.25 Gbits/s, detection events on the
quantum channel are gated in 800 ps windows, and we can transmit at rates as high as 1.25 GHz. This approach is
limited only by the ability of the single-photon detectors to resolve events intended for a particular gate, allowing us to
choose a repetition rate that maximizes the bandwidth of the quantum channel. We have demonstrated a system that
operates at a repetition rate of 625 MHz, and we identify a practical solution for higher speeds.
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Fig. 1: The BB84 free-space QKD system. The classical channel has multiplexer/demultiplxer modules
(Mux/Demux) to enable 4-channel wave-division multiplexing (WDM) with each channel operating at 1.25
Gbits/s.

2. THE EXPERIMENTAL SETUP

The QKD testbed shown in figure 1 is used to evaluate quantum cryptographic technologies. The link is a free-space
optical channel across 730 meters with a fundamental clock rate of 1.25 GHz. In this system Alice and the Bob are
computers with custom PCI boards and an Ethernet card. Each PCI board has a field-programmable gate array (FPGA)
and two four-channel 1.25 Gbits/s serializer/deserializers (SerDes). We employ 8-bit/10-bit encoding to transmit a
balanced signal over the primary classical channel (A1 = 1550 nm) driven directly by the PCI boards. This allows Bob’s
SerDes to synchronize to Alice’s serial transmission with an internal phase-locked loop (PLL). The PCI boards also
drive four 850 nm vertical-cavity surface-emitting lasers (VCSELSs) whose 100 ps pulses are attenuated and prepared in
one of the four BB84 polarization states [1]. A rising edge from one of four single-photon silicon avalanche
photodiodes (APDs) indicates to Bob’s PCI board that a photon was detected in the associated polarization state.

The fundamental performance limitation of the current system is the timing jitter of the APDs. While the incident
optical pulse is roughly 100 ps FWHM, the FWHM of a typical histogram from the APDs is roughly 300 ps. It is well
known that APDs exhibit a long diffusion tail [9] in their count distributions due, in part, to photon absorption in low-
field regions of the APD. In our system these tails result in a full-with-at-1%-maximum (FW1%M) of 1.1 ns, which is
longer than a single 800 ps temporal gate. In order to avoid excessive errors due to the diffusion tail Alice transmits on
every other clock cycle, resulting in a transmission rate of 625 MHz. At this transmission rate we observe sifted-key
rates as high as 3 Mbits/s with an error rate of 3.2%. We have also implemented high-speed error-correction and
privacy amplification algorithms that operate continuously and are capable of processing as much as 4 Mbits/s at the
input [10]. This system has produced error corrected and privacy amplified key at a rate of 950 kbits/s with a mean-
photon number of 0.15, and under these conditions we have demonstrated a one-time-pad encrypted streaming video
signal at 512 kbits/s.
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Fig. 2: Signal timing with a quantum-channel transmission rate of 1.25 GHz. The top trace is the pseudo-random
electrical signal (NRZ) from one of the quantum channel outputs from Alice’s PCI board. After NRZ-RZ
conversion this signal drives a gain-switched VCSEL at 850 nm. The output from a 10-GHz-bandwidth monitor
photodiode is shown in the middle trace and indicates both a clear optical eye diagram and a stable optical
amplitude. This optical signal is attenuated and sent to a high-timing-resolution single-photon detector, and a
histogram of the resulting photon arrival times is shown in the bottom trace (black). A histogram for a
transmission rate of 312 MHz is also shown (red), and illustrates that at the arrival of the next optical pulse the
diffusion tail is about -40 dB down from the peak. Thus we expect a negligible contribution to the error rate due
to timing jitter with these detectors. The minor “hump” at the leading edge of each pulse in the histogram is not
due to the optical signal or detector jitter, but rather is an artifact of our triggering system.

To illustrate the system’s performance at 1.25 GHz we replaced the existing APDs with single-photon
avalanche photodiodes (SPADs) that have significantly improved timing resolution. These detectors have timing jitter
of the order of 50 ps FWHM, and about 400 ps FW1%M. Figure 2 shows a typical histogram of photon-arrival times at
a transmission rate of 1.25 GHz. For comparison figure 2 also shows a histogram from a transmission rate of 312 MHz.
From these two histograms it can be seen that after 800 ps the counts in the diffusion tail are reduced by about 40 dB,
and we expect these detectors to support operation at 1.25 GHz without significant contributions to the error rate from
detector jitter. In fact, after 400 ps the diffusion tail is already roughly -20 dB below the peak, indicating that these
detectors will support operation at 2.5 GHz with limited errors due to detector jitter. We are currently testing PCI
boards that support clock recovery and quantum-channel transmission rates up to 3 GHz.

In addition to supporting higher transmission rates, improved timing resolution in the single-photon detectors
allows us to implement stronger temporal gating on the quantum channel, thereby reducing the system’s exposure to
solar photons, and hence, the quantum bit error rate (QBER). The 50 ps FWHM response of the Si SPADs is well
below the 800 ps temporal gate defined by the classical-channel data clock. This means that detection events due to
photons from Alice will be localized within a narrow temporal window within each 800 ps clock cycle, and detection
events that occur elsewhere in the clock cycle are more likely to be noise. We have implemented a post-selective gating
system, shown schematically in figure 3, that synchronizes to the classical channel, defines a narrow temporal window,
and rejects detection events that occur outside of this window. This system is capable of temporal gating down to 45 ps
and at repetition rates up to 1.25 GHz. It is worthwhile to note that commercially available time-correlated counting
systems can provide roughly 10x better temporal resolution, but operate at repetition rates of the order of 1 MHz. Due
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to the finite jitter of the SPADs, a 100 ps temporal gate imposes an additional signal loss of -1.5 dB on the quantum
channel (a 70 ps gate imposes -3.0 dB of additional signal loss). This loss is more than outweighed by the reduction in
the channel’s exposure to solar photons by a factor of 8 (for an 800 ps data clock). This system has not yet been
implemented with the full QKD system.
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Fig. 3: Sub-clock post-selection gating. A schematic (a.) of the gating system illustrates its operation: an
oscillator synchronizes to the incident classical-channel data clock and produces a gating window as narrow as 45
ps at repetition rates up to 1.25 GHz. This gate is applied to the output of each SPAD, post-selecting only those

detection events that occur within the specified window. A histogram of gated and ungated signals from a SPAD
is shown in (b.), demonstrating a 100 ps gate at a repetition rate of 1.25 GHz.

3. DETECTOR DEAD-TIME EFFECTS IN HIGH-SPEED QKD

While APD timing resolution has enabled significant increases in quantum-channel transmission rates, there has been
little improvement in the detector count rate. A typical Si SPAD has a recovery time, 1, of the order of 100 ns, and
during this recovery time, or dead time, the device does not respond to incident photons. For most QKD systems it is
reasonable to assume that dead-time effects have a negligible impact on the overall performance because typical
transmission rates and link losses are such that most systems operate in a regime of count rates that is low with respect
to the maximum count rate. However, improvements in timing resolution and key production rates can move high-
speed QKD systems out of the low count-rate regime.
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associated with long detection sequences tend to reduce the sifted-bit rate as the quantum-channel transmission
rate increases, resulting in an optimal transmission rate for a given link loss and dead time. The effect of varying
the dead time is shown in (a), while the effect of varying the link losses is shown in (b). The link loss L is the
probability that a transmission event from Alice results in a detection event at Bob.

The effect we address arises in the BB84 protocol when the receiver, Bob, is configured as shown in figure 1,
with a separate single-photon detector for each bit value. These detectors are used in free-running mode (without active
gating), as is often the case in free-space QKD systems and fiber QKD systems with up-conversion detectors [12]. In a
high-speed QKD system, when the quantum-channel transmission period is lower than the detector dead time, the
configuration described above means that photons can be detected at the receiver when one or more of the SPADs is
recovering from a prior detection event. If two detection events occur in the same basis spaced less than t apart, then
they are completely correlated. Since Eve, the nefarious eavesdropper, has the freedom to listen to the classical channel
she knows when bits are detected and sifted. Therefore, when sequences of two or more detection events occur in the
same basis with spacing less than t the only thing that Eve does not know is which detector fired first. This means that
such sequences, regardless of their length, can produce at most only one sifted bit. Thus we find that for high-speed
QKD the requirement to produce a sifted bit from a detection sequence of any length is that the detection sequence
begins at a time when both detectors in the basis are active. At low count rates it is relatively likely that both detectors
in a given basis are active when a photon arrives and this effect is negligible. But as the transmission rate, and hence the
count rate, increases, this becomes less and less likely. We find that with increased transmission rates long detection
sequences tend to reduce, and eventually overwhelm, any increases in the sifted-bit rate due to transmission rate. We
have developed an analytic model describing this effect based on a simple state machine for each basis [11]. Figure 4
shows that dead-time effects create an optimal transmission rate for a given link loss L and detector dead time t. IFor
typical L and t these become significant only as the transmission rate approaches 10 GHz.

4. CONCLUSIONS

We have demonstrated that for free-space QKD systems the implementation of clock-recovery techniques on the
classical channel can maximize the transmission rate on the quantum channel, limited only by the timing resolution of
the single-photon detectors. We have demonstrated that commercially available detectors can support transmission
rates sufficient to support one-time pad encryption of a 512 kbits/s video signal, and we have outlined an approach to
reach 2.5 GHz transmission rates with available higher-resolution detectors. Higher timing resolution also enables
stronger temporal gating that reduces the system’s exposure to solar photons, and we have demonstrated such a system
for incorporation in to our existing QKD system. Finally we describe important security concerns associated with
operating a BB84 QKD system with free-running detectors at transmission rates that are orders of magnitude greater
than the maximum count rate of the single-photon detectors. We describe how sequences of closely spaced detection
events can only produce a single sifted bit, and that this effect can reduce the system throughput at high count rates.
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